N Self Service
Office 365 PaSSWOI’d Reset

Password Reset for non-domain

joined Mac OS X

If you recently changed your Office 365/Exchange
password, you need to go through the following steps to
enter the new password on your computers.
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Note

Whenever you change your expired passwords you also have to update passwords on your local
desktops.When you are using the Outlook mail client software on an Apple Mac, your passwords
are stored in your local Mac keychain.

Normally when your Office 365/Exchange password is changed or reset, you will be prompted
for the new password the next time you open your email client and it attempts to connect to the
server, as well as when you try to send a message.You can also be proactive and update your
Office 365/Exchange password by doing the following.

- Updating Office 365 password using Outlook for Mac

- Removing/Deleting the stored password in Keychain Access

To reset your password please follow the steps in the Self-Service Password Reset (SSPR)
Guide, then proceed with the steps in this article.



http://www.password.usmd.edu/SSPR.pdf
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Domain vs Non-Domain Joined Mac OS X

To verify if your system is a member of the USMA domain for 10.7 and above: In System
Preferences, click Users and Groups, then click Login Options. (You may need to click the
Make Changes lock symbol and log in to this section of interface.) Look for "Network Account
Server:” near the bottom of the window.

- If you see “UMSA" under the Network Account Server - your Mac has already joined the
UMSA Domain. (bottom left photo)

- If you do not see anything listed or it says Join - your Mac is NOT joined to the UMSA
Domain. (bottom right photo)

To verify that you are using an Active Directory account (and not a local account with the same
username) look for the word "Managed" under the description of the Current User.

[ N&] 4 i Users & Groups Q Search [ ] < 2 Users & Groups Q Search
Current User 2 i Current User : =
- Automatic login: = Off Automatic login: = Off
. ain 3 J Ayanna
Mobile 5 T SR Standard =
Display login window as: List of users Display login window as: List of users
Other Users °N o d Other Users °N i A
@ Administrator AILEANC P SWOL 0 admin ame and passwor
Admi Acim
e Show the Sleep, Restart, and Shut Down buttons G Show the Sleep, Restart, and Shut Down buttons
Guest User = "y, Guest User =
Login only Show Input menu in login window Off Show Input menu in login window
| Show password hints Show password hints
Show fast user switching menuas | Full Name B Show fast user switching menu as | Full Name B
| Use VoiceOver in the login window | Use VoiceOver in the login window

Allow network users to log in at login windew | Options...

m‘ Login Options Network Account Server: @ UMSA | Edit... m Login Options I Network Account Server:  Join... I

+ E

hl I a)
a' Click the lock to prevent further changes. ? E Click the lock to prevent further changes. 2




Outlook for Mac

|. Open Outlook for Mac

2. Select the Tools menu and then click
Accounts.

@ Outlook File Edit View Message Format [GEIEM Window Help

0 A
® H o 5 Send & Receive 8K
P— IMAP Folders...
E] [;1 v m E él)? <<—)ﬂ E_} 5 | Automatic Replies...
Mew  Mew Delete Archive Reply Reply Ferward Q= Public Folders...
Email  Iltems All
Rules...
~ Favorites il Er
£ Inbox 165 | . Today
S
£ Geeks Google, AWS, Microsoft Keynotes M... 11
~ USM Microsoft, AWS, and Google deliver keynotes at...
~ = Inbox 165 Adrian Smith
F Geeks December Mission: _202'0 Hllnd5|ghlt 11:38 A
Yes, we used that cliché. View Online They say a..
[Z# Drafts 50
. ) Microsoft Azure Team

\ UNIVERSITY SYSTEM
> of MARYLAND

3. In the right pane, select the existing
password, delete it and enter a new
password in the Password box.

4. Close the Accounts window to save
the new password.

[ X} Accounts
Show All

Default Account

o USM 0 usm
apatterson@usmd.edu Exchange/Office 385 Account

= IT Operations

- & Account description:  USM
i-operations@usmd.edu

Personal information
Full name: Ayanna Patterson
E-mail address: apatterson®usmd.edu
Authentication

Method:  User Name and Password

User name:  apatterson@usmd.edu

Passwurdl ‘ asssssss i

Advanced...
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View the information stored in a keychain

Keychain Access lets you view the keys, certificates, passwords, account information,
notes, or other information stored in a keychain.
@)
|. In Finder choose Go > Utllltles > Keychain Access. /
2. In the Keychain Access !f& app on your Magc, if you don’t see a list of keychains,

choose View > Show Keychains.

@ Keychain Access File Edit BYE"M Window Help

Sort By

Show Expired Certificates

Show Keychains
nobackground

Show Invisible Items
Enter Full Screen

LN

Keychain Access

£
E Click to lock the login keychain. Ol

Catedory 131.118.2.2

network password
t: apatterson
re: smb:j{131.118.2 2/UMSAPUB

All ltems

Passwords Acc

Secure Notes

E My Certificates ed: Mar 16, 2020 at 12:38:09 AM

T Keys Name Kind Date Modified Keychain

J Certificates .. ‘token0 application password  Mar 28, 2018 at 2:48:24...  login

.. token.1 application password  Mar 28, 2018 at 2:48:24... login

@ 131ms22 network password  Mar 16, 2020 3t 12:38:08... login

4., <unknown> application password  Aug 25, 2016 at 12:59:58... login

.. Adobe.APS application password  Aug 9, 2019 at 4:02:43 PM login

. Adobe.APS application password  Aug 9, 2019 at 4:18:12PM  login

. Adobe.APS application password Jun 8, 2020 at 7:32:18 PM  login

. Adobe.APS appiication password  Jul 28, 2020 at 4:03:52 PM login

Adobe.APS application passward  Dec 1, 2020 at 3:01:37 AM  login

. AFiMiApple AirPort base station... Jan 8, 2020 at 2:56:56 AM login

Apple Persistent State Encryption application password  Yesterday, 3:05 AM login

. Call History User Data Key application password  Aug 21, 2016 at 6:10:52 PM login

. Chrome Safe Storage appiication password  Jul 26, 2017 at 7:51:23 PM _ login

com.apple.acco...ack-to-my-mac-token application password  Oct 30, 2020 at 2:48:03... login
. COM.apple.acco...ack-to-my-mac-teken application password  Oct 30, 2020 at 2:48:06...  login
. com.apple.acco...ceount.cloudkit-token application password  Oct 30, 2020 at 2:48:03...  login

. com.apple.acco...coount.cloudkit-token application password  Oct 30, 2020 at 2:48:06...  login
.. com.apple.acco...my-friends-app-token application password  Oct 30, 2020 at 2:48:04...  login
com.apple.acce...my-friends-app-token application password  Oct 30, 2020 at 2:48:06...  login
. com.apple.acco...find-my-iphone-teken application password  Oct 30, 2020 at 2:48:04...  login

= + 10 | cony 152 items
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Delete a keychain in Keychain Access

You can delete a keychain.You might want to do this if, for example, you’ve changed or forgotten
the password.

Important: If you delete a keychain, all its information is deleted.

|. In the Keychain Access app ;‘% on your Magc, if keychains are hidden, choose View > Show
Keychains.

@ Keychain Access File Edit View Window Help
[ ] [ ] Keychain Access

2. Select Exchange in the Keychains list.

‘m Click to lock the login keychain.

Keychains

3. Right click, select Delete “Exchange” ;.. ma

Kind: application password
&5 iCloud Account: usm-it@live.com@outlook.office365.com
i 1 o eee ... Exchange
See image on right & System
Modified: Dec 1, 2016 at 2:54:25 PM

5] system Roots
4. Click Delete (See image below).

Name ~ Kind Date Modified Keychain

CommCenter application password  Jun 13, 2019 at 9:47:13 AM login
. CommCenter application password  Dec 2, 2020 at 3:40:39 AM  login
Elkins-Staff 802.1X Password Oct 24, 2016 at 11:08:36... login
Exchange ":54:25 PM_login

Copy Password to Clipboard

. Exchange }23:35 M login

.. Exchange = 6:36.. login

P .. fmfd-daemon-aps-token Delete “Exchange 510 PM login

.. handoff-decrypt...423-CACEOB17CO 53.. login

& KeychainAccess Flle Edit View Window Help A Altems .. handaff-decrypt.. IED-OASEFFFO20FI  Get Info 12:51:30... login
' 8 e hid A i 4. Passwords L. handoff-own-encryption-key - HaNOOIT ENCrYpTon: DeC 7 Zozu at 9:26:37 PM  login
Secure Notes .. HP Smart-HPCo...d-212q@outlook.com _ application password Apr 29, 2020 at 12:35:52... login

| WRbesidedmindindu ablenitiniai & My Certificates L. HP Smart-HPCo...ected-LastUserName application password  Apr 28, 2020 at 12 . login
Kaychaing @ Keys HP Smart-HPID-212q@outiock.com  application password  Apr 29, 2020 at 12:35:52... login

ids: identity-rsa-key-pair-signature-v1 application password Aug 18, 2016 at 12:08:27... login
ids: identity-rsa-private-key application password  Aug 18, 2016 at 12:08:27... login
ids: identi public-k ication password  Aug 18, 2016 at 12:08:26... login
IDS: k.a.son@icloud.com-AutiToken  application password  Sep 8, 2018 at 5:04:08 PM  login
IDS: k_ayanna@hotmail.com-AutnToken application password Feb 6, 2020 at 10:19:06...  login

C‘\ Are you sure you want 1o delete “Exchange”
fram the login keychain?

] cCertificates

& login
— iCloud A ,ﬁ
| System
Hama Wayhain

PEZED

) System Rocts

A :,,.,.c.,..., REERPENNNON, ‘;‘::‘”’:":‘ 1::: togin ids: ge-p K ication password  Mar 24, 2018 at 11:52:04... login
{i Contan eszm el bl s oo ds: ge-pr...ublic-data-registered _application password Nov 28, 2020 at 13112 PM_login
£ Exchange appiicatonpasswors  Dec 1, 2016 ot 25425 PM  login = + i Copy 152 items.

L. Exchange ‘apoiication password  Dec 1, 2016 ar 3:23:35 P login —= —

{. Exchange A00I4ALGN pastword  Jun J0, 2079 a1 613620, egn

Imid-daman-aps-token apolcation password oo B, 2010 0 100690 PM kegin

 Gatwgery nandolt-cecrypt_433-CACIDITICEE  Mandof Decryption..  Aug 17, 2030 4t S0761..  login
A Al items handoll-decrypt.. W0-OATEFFFOOF  Handoll Decryption_. Feb 71, 7020 o4 12:5030..  kgin
.. Passwerds 2. harcill.cwe-ereryption ko HandoM Ercryption.. e 7, 2020 at 0:36:37 PM login
Secura Netas L 19 Smant-HPCo_.0-22a@outook com  appicaton pasTwond  Apr 20, 2020 B 123552 kegin
] My Cortificates £ WP Sman-HPCo_oowed-Lastiseriame apoiicaton pesswors  Apr 20, 2020 8t 135E1.. kgin
D Keps L P Sman-HPiD-2t2o@cuticck com  appiication password | Apr 38, 2020 m 12:36:52_ kogin
B Covtificates 5 Identity-rea-key-par- SgRAtN-YT GICATGN pastwOD  Aug T8, 2016 41 TZOB2T.  kgin
s Ity -ra-private-ky appication password  Aug 18, 2016 a1 120827 kain
: ittty rea-public- ey application paskwont  Aug T, 2076 3 THOKTE.. login
15 & 4 ponicioun com- AuthTokan  appiication pateword  Sep 1, 2018 at S00CH B login
B8 k_syarna@hotmall com-AuthToken application pasimord  Teb 8, 2020 81 101008, login
L 95 message- protection- ey appiizakon posswons  Mar 24, 2018 0t 1FE204. legin
£ 0% messace-Dr_uDic-Sau-resieiteed  apoiicavon DasTwond  Nov 28, 2020 3t FIIZPM kegin

@ + 1 Gy 152 Herm




If you have any further questions, concerns or need
assistance with Password Reset for non-domain
joined Mac OS X devices please contact the USM-IT
Dept. at geeks@usmd.edu
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